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Name of Offeror or Contractor: TRUSTWORTHY SOFTWARE CORPORATI ON

ITEM NO

SUPPLIES/SERVICES

QUANTITY

UNIT

UNIT PRICE

AMOUNT

0001

0001AA

0002

SECTION B - SUPPLI ES OR SERVI CES AND PRI CES/ COSTS

SERVI CES LINE | TEM

SECURI TY CLASS: Uncl assified

Contractor shall furnish all the supplies
and services to acconplish the tasks specified in
Section C "Scope of Wrk" for SBIR Phase II.

TOTAL ESTI MATED COST OF CONTRACT: $674, 499. 00
FI XED FEE $ 53, 960. 00
TOTAL AMOUNT $728, 459. 00

(End of narrative B001)

SERVICES LINE | TEM

NOUN: FYO4 PHI I SBI R MAK CONSULTI NG
PRON: E142CO18EH PRON AMD: 02 ACRN:  AA
AVB CD: 6655024055

| nspection and Acceptance

I NSPECTI ON:  Desti nation ACCEPTANCE: Desti nation

Deliveries or Performance
DLVR SCH PERF COWPL
REL CD QUANTI TY DATE
001 0 15- DEC- 2005

$ 384, 524. 00

DATA | TEM

SECURI TY CLASS: Uncl assified

Technical Data as set forth in Contract
Data Requirenents List (DD Form 1423)
hereinafter referred to as Exhibit A

(End of narrative B001)

| nspection and Acceptance

384, 524. 00

S ** NSP** |3

** NSP **

Not Separately
Priced
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B.1 ESTI MATED COST AND PAYMENT

B.1.1 The estimted cost for performance of the work required under this contract is $728,459.00 and shall
constitute the estimated cost for the purpose of the Contract Clause in Section | entitled "Limtation of Funds"
(FAR 52.232-22).

B.1.2 Al l owabl e cost shall be determ ned, and payment thereof shall be provided, in accordance with the
Contract Clause in Section | entitled "Allowabl e Cost and Paynent" (FAR 52.216-7).

B. 2 PAYMENT
The contractor nmay submit public vouchers every two weeks for paynent under this contract.
B. 3 FUNDI NG

B.3.1 The CGovernnent shall provide funds under this contract covering the estimated cost hereof on an
incremental basis as provided for in the follow ng funding schedul e and pursuant to the Contract Clause in
Section | entitled "Limtation of Funds" (FAR) 52.232-22). |t is estimated that the incremental anounts are
sufficient for the performance of work in each of the cited periods. The Government may, at its discretion,

all ot such funds on an increnmental basis within each fiscal year. The contractor shall so plan and execute the
work required by this contract as to expend and/or commit funds conpatible with the schedule set forth bel ow
Whenever the contractor has reason to believe that the funds allotted to this contract for any fiscal year are
either insufficient or excessive for the performance of work required in that fiscal year, the Government shall
be so notified.

B.3.2 FUNDI NG SCHEDULE

Per f or mance Peri od Anmount

FY 04 - Award through Dec 04 $ 384,524.00

FY 05 - Jan 05 through conpl etion $ 343,935.00
B. 4 FUNDS ALLOTTED
The armpunt of funds currently obligated against this contract is $384, 524. 00.
In accordance with the Contract Clause in Section I, entitled "Limtation of Funds" (FAR) 52.232-22, the total
anount allotted by the Government to this contract shall be $728,459.00. |In performance under this contract,
the Contractor is not obligated to incur costs, including fee, in excess of the anount of funds allotted to the

contract, nor is the Governnent obligated to reinburse the Contractor for cost and fee in excess of the anpunt
of funds allotted to the contract by the Governnent.

*** END OF NARRATI VE B 001 ***
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SECTI ON C - DESCRI PTI OV SPECI FI CATI ONS/ WORK STATEMENT

Regul atory Cite Title Dat e
C1 52. 204- 4003 START OF WORK MEETI NG MAY/ 2000
(TACOV

The contractor shall have a start of work neeting via teleconference within 30 days after contract award. The contractor shall at
a mnimminvite the Contracting Officer's Representative (COR) identified in Section Gor in an appointnent |etter, the Contract
Speci alist identified on the face page of this docunment, and the Adnministrative Contracting Officer (ACO. The COR Contract
Speci al i st, and ACO shall be given at |east 5 days advance notice of the time and date of the start of work nmeeting. The preferred
nmet hod of notification is by email.

[End of O ause]
Security for Open Architecture Web-Centric Systenms Tool kit

C.1 Scope of Wrk

The objective of this project is to develop an integrated software system security

infrastructure and package it as a toolkit. The primary goal is to support the

Uni versal User ldentity Managenment (UU M for existing and new y devel oped applications. The first such application is the
PTCs engi neering design and docunent nmanagenent suite (Wndchill). This project should denpbnstrate integration of the proposed
security infrastructure with the PTC applications.

C. 2 Tasks The Security Infrastructure Tool kit shall consist of the follow ng nodul es
with the follow ng functionalities:

C. 2.1 Devel op Universal User Identity Managenent (UU M
The contractor shall develop a UU Mthat includes the follow ng features:

o A single sign-on, a policy- based inter-departnmental and inter-organizational trust relationship nanagenent

o The capability to inmport user identity information froma variety of sources (i.e. local departments personnel data,
centralized staff databases such as Arny Know edge Online AKO, and internal IT systems of contractors, suppliers and other
out si de col | aborators).

o A universal format of cryptographically-signed user credentials

o The ability for applications to use and upgrade a variety of user authentication nmethods (passwords, smart cards, |ocation-
dependent policies, etc).

C. 2.2 Devel op Secure Data Transport and Key Managenent

The contractor shall develop a Secured Data Transport protocol that shall provide end-to-end encrypted data communi cation
channel s, which are created and torn down on an as needed basis, or on-demand Virtual Private Networks. This protocol shall
be based on the proven standard symmetrical and public-key cryptographic algorithm (AES, RSA), X 509 host certificates and
SSL (Secure Socket Layer). The transport-level key managenent shall be integrated with the transport protocol. The software
shall include Certification Authority software for generation and managenment of public keys. The distribution and revocation
of transport-level public keys shall be handl ed by an Authentication Server.

C. 2.3 Devel op Security Hardened Hi gher-Level Protocol

The contractor shall develop a set of mandatory data validity checks in the generic nessage serialization-deserialization
routines; these checks nmust be able to recognize and deflect buffer-overflow and out-of-range attacks even before the tainted
data is passed to the protocol inplenmentation nodules. This zeal ous validation of each nessages type safety shall be enforced
for all sensitive data exchanges.

C. 2.4 Devel op User Session Managenent and Red-Flag Al arns

The contractor shall address the need to have real -time security nmonitoring and intrusion detection, and provide tools for the
security officers to nount an i medi ate response. Furthernore, the contractor shall devel op a session managenent service used
by applications to propagate red flag alarns triggered by suspicious behavior (such triggers are by necessity application
specific and shall identify the application being intruded) and by generic security-related events (failure to gain access to
a requested resource, failed connection attenpts, conmmunication protocol violations, etc). The service shall support permanent
I oggi ng of these events. The reaction of the detected intrusion attenpts shall be supported by allow ng the security officers
to termi nate suspicious user sessions imediately, revoke any outstanding keys or credentials for a conpronised user or
service, initiate nore detailed application specific nmonitoring and | ogging, and requesting applications to switch over to
decoy data sets containing deliberate disinformation, depending on the assessment of the attack by the security personnel.
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C. 2.5 Develop Security Policies Distribution Package

The contractor shall devel op a universal secure data distribution service, primarily intended for distribution of application
configurations and access control policies. This service shall include secure delivery of the files over the secure data
transport and subsequent validation of delivered data files for integrity by neans of checking attached crypto graphical
signatures and expiration tinme.

C. 2.6 Integrate Security Infrastructure Toolkit with Qther Software Applications

The contractor shall integrate the UU M user session managenent and security policies distribution packages with existing PTC
W ndchi || applications and existing user identity information sources (such as departrmental LDAP directory, AKO etc). The
contractor shall provide an automated procedure for the upgrading of these nodul es.

C. 2.7 Upon conpletion of the tasks in C. 2.1-C. 2.6, the software toolkit delivered to the Government shall consist of and
contain the follow ng features and capabilities:

o The software shall be conpatible with all Mcrosoft, Unix (Solaris) and Linux based operating systens

o Consistent multi-layered security architecture

o Application-level security and nulti-tenancy.

o Separation of the application logic fromthe security functions. No additional devel opnent of the security functions at the
application level is required as long as the application |evel provides interfaces to external user authentication, session
managenent, |ogging, and access control functions.

o Ability to integrate nultiple donains and user groups under single consistent security unbrella.

o Scal able, fault-tolerant authentication service.

o Adequate protection of the transport |evel channels transmitting security
i nformation.

o Encrypted transport layer with firewall pass-through functionality.

o Authentication dialog is driven by the authentication server. Application code is separated fromand renains oblivious of
the sensitive information (such as common key).

o Ability to distribute user credentials only once - in advance of operation; ability to validate user credentials wthout
communi cating with the central server (SSO.

o Protection against denial-of-service attacks.
o Secure audit |og.

o User session managenent, built-in validation mechanisms for user activity and ability to term nate user session upon
conmitted violations.

o0 Use of XM.-based standards (such as SAM.) for security dialogs and assertions specification.

o Ability to handle distributed user credentials storage, thus facilitating easy interdepartnental integration and
col | aborati on.

o Security policy distribution and depl oyment nechani sm
o Lightwei ght depl oynent nodul es that do not require dedicated server to run.
o Open architecture - available for review by the outside experts.

0 Open source distribution of the core conponents with the exception of the
certification authority.

C.3 Deliverables
C. 3.1 Performance and Cost Report shall be delivered nmonthly | AWCDRL A001/ DI - FNCL-80912.

C.3.2 Contractors Progress, Status and Management Report shall be delivered | AWCDRL A002/ DI-MGMI-80227. The contractor shall
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prepare and deliver witten quarterly reports describing the progress within the reporting period, near-term planned
activities and issues.

C.3.3 Final Report. The final report shall be technical in nature. A final report will be prepared and delivered, | AW CDRL
A003 / DI -M SC-80711A, describing all the work done on the baseline task. The final report will be in accordance with the
Contract Data Requirenents List, DD Form 1423.

C.3.4 Presentation Materials. The Contractor shall prepare and deliver presentation materials in accordance with CDRL A004 /
Dl - ADMN-81373. These presentation materials may be publicly displayed at governnent |ocations, or at professional or industry
trade shows or conferences.

C.3.5 Final Software Tool kit Configuration The contractor shall deliver software | AWCDRL A005 / DI - MCCR-80700. The software
deliverables shall include: all attack anal ysis and counter nmeasures docunentation, designer reference guide, users manuals,
security adm nistration manuals, and software necessary to install and operate the Security Infrastructure Tool kit Software.

C 4 Meet i ngs

C 4.1 Start of Work Meeting:

The Start of Wrk neeting shall be held via FONECON or teleconferencing within 30 days after contract award. At this neeting,
the contractor shall present their planned approach to conplete the contract effort. The contractor shall coordinate with the
Contracting Officers Representative (COR) to schedule a specific date and tine.

C. 4.2 Reviews

The contractor shall plan and conduct in-process reviews at six (6), twelve (12), and eighteen (18) nonths after contract
award. The reviews will be a m x of conference calls, reviews at the contractors facility and at TACOM These reviews wll
include at |east one (1) per year (2 in total) face-to-face neetings to be held at TACOM The purpose of these reviews is to
nonitor the progress of the software devel opnent.

C. 4.3 Final Review The conprehensive final review neeting shall be held at TACOM no | ater than (NLT) 23 nonths after

contract award. The final review will denpnstrate the devel oped software and its interaction with PTC Wndchill. The revi ew
shal | al so present a commercialization plan.

*** END OF NARRATI VE C 001 ***
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SECTI ON D - PACKAG NG AND NMARKI NG
SECTI ON D
PACKAG NG AND MARKI NG

D.1 Packagi ng
D.1.1 Al hardware itens deliverable under the contract shall be packaged in accordance with standard conmerci al
practice to insure safe arrival at destination.

D.2 Marki ng

D21 Al'l technical data deliverable under this contract shall be identified by the prine contract nunber, the nane and
address of the prime contractor and where applicable, the name of the subcontractor who generated the data.

D. 2.2 Al materials or their containers delivered under this contract shall be nmarked or tagged with the identification
of the material or item the contractor's nane and address.

*** END OF NARRATI VE D 001 ***
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SECTI ON E - | NSPECTI ON AND ACCEPTANCE

Regul atory Cite Title Dat e
E-1 52.246-9 | NSPECTI ON OF RESEARCH AND DEVELOPMENT ( SHORT FORM APR/ 1984
SECTION E
| NSPECTI ON/ ACCEPTANCE

E 1 Final Inspection and Acceptance of all data deliverable under this contract shall be nade at Destination by the
Contracting Officer or the Contracting Officer's Technical Representative. The determ nation that the data is conplete and
conforms to the requirements of the contract will be made by the Contracting Oficer's duly authorized representative.

E. 1.2 All work required under this contract is subject to inspection and approval by the Contracting Oficer's Technical
Representative (COIR).

*** END OF NARRATIVE E 001 ***
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SECTION F - DELI VERI ES OR PERFORMANCE

Regul atory Cite Title Dat e
F-1 52.242-15 STOP WORK ORDER- - (ALTERNATE | dated APR 1984) AUG 1989
F-2 52.247-34 F. O. B. DESTI NATI ON NOV/ 1991
SECTI ON F

DELI VERI ES OR PERFORVANCE

F.1 Period of Performance

F.1.1 The work under this contract shall be performed fromthe date of contract award, for a period of twenty-four (24)
nont hs.

F.2 Deliveries/ Shipping

F.2.1 All Drawi ngs and other technical data covered by this contract which have not been previously delivered shall be
subject to delivery to the Governnent upon conpletion or termnation of this contract.

F.2.2 Al technical data/drawings to be delivered pursuant to this contract, shall contain all COTR approved changes.

F.2.3 Al technical data/draw ngs specified for delivery under this contract or any subcontractor hereunder shall be
provided in accordance with the "Rights in Technical Data" clause set forth in this contract. No other clauses, directives,
standards, specifications or other inplenmentation shall be deened directly or by reference to enlarge or dimnish such
rights.

F.2.4 The Contractor shall be responsible for shipping all hardware and technical data that cannot be delivered
electronically F.O B Destination to the foll ow ng address.

Commander

U S. Arny Tank-autonotive & Armanments Conmand
ATTN: M. Tom Udvare

AVSTA- TR-N MS5289

Warren, M 48397-5000

F.2.5 See Section J, List of Attachments, Exhibit A The electronic deliverables shall be submtted in accordance with
Exhibit A entitled "Contract Data Requirenents List"(CDRL) DD 1423.

*** END OF NARRATI VE F 001 ***
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SECTI ON G - CONTRACT ADM NI STRATI ON DATA

PRON JoB
LI NE AMB CDY GBLG ORDER ACCOUNTI NG OBLI GATED
| TEM M PR ACRN STAT ACCOUNTI NG CLASSI FI CATI ON NUMBER STATI ON AMOUNT
0001AA E142C018EH AA 2 21  42040000046N6N7EP665502255Y S20113 420018 Wb6HZV $ 384, 524. 00
665502M4055
TOTAL $ 384, 524. 00
SERVI CE ACCOUNTI NG OBLI GATED
NAVE TOTAL BY ACRN ACCOUNTI NG CLASSI FI CATI ON STATI ON AMOUNT
Ar ny AA 21  42040000046N6N7EP665502255Y S20113 W6 HZV $ 384, 524. 00
TOTAL $ 384, 524. 00
Requl atory Cite Title Dat e
G1 52.242- 4016 COMVUNI CATI ONS MAY/ 2000
( TACOW)

(a) Communications on technical matters pertaining to the contract shall be direct between the contractor and the Techni cal
Representative. Communications for the Technical Representative shall be addressed to:

Nane: Tom Udvar e
e-mail: udvaret@acomarny. ml

(b) Please see the appointnment letter prepared at time of contract award for functions the Technical Representative will perform
on this contract.

[End of d ause]

G2 252.201- 7000 CONTRACTI NG OFFI CER S REPRESENTATI VE DEC/ 1991

(a) Definition. Contracting Officer's Representative means an individual designated in accordance with subsection 201.602-2 of
the Defense Federal Acquisition Regulation Supplenment and authorized in witing by the contracting officer to performspecific technical
or adm nistrative functions.

(b) If the Contracting O ficer designates a contracting officer's representative (COR), the Contractor will receive a copy of the
witten designation. It will specify the extent of the COR's authority to act on behalf of the contracting officer. The COR is not
authorized to make any conmtnments or changes that will affect price, quality, quantity, delivery, or any other termor condition of the
contract.

[End of O ause]

G3 52.227- 4004 RELEASE OF | NFORMATI ON OCT/ 2003
(TACOM
The contractor shall ensure that he conplies with the requirenments of Chapter 5, page 22, paragraph 5-48, of AR 360-1, The Arny Public
Affairs Program dated 15 Cct 2000, _prior to contenplated rel ease of any procurenent information. Approval of the Contracting O ficer
is required prior to release of any such information. AR 360-1 may be found at
http://ww. usapa. arny. ml/pdffiles/r360_1. pdf

[ End of cl ause]

* ko

G4 52.232- 4005 I NVO CE | NFORVATI ON REQUI REMENT JAN 1988
(TACOW
On each paynment request submitted, the Contractor shall identify each affected Contract Line Item Nunmber (CLIN), sub-CLIN, and/or work
directive, together with the related dollar amounts. This requirenment does not dimnish or restrict any other requirement of this
contract.
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* ko

* *G'1 CONTRACTOR SPECI AL BILLING I NSTRUCTIONS: * *

G 1.1 The Contractor shall bill to the six-digit Sub-Line Item Number (SLIN) |evel and ACRN under the four-digit Contract Line
Item Nunber (CLIN), see Section B, for which the work effort was perforned.

G 1.2 If multiple SLINs exist on the same four-digit major CLIN, the Contractor shall determ ne which six-digit SLIN contains
the ol dest fiscal year nobney and invoi ce against the SLIN containing the ol dest nmoney, until fully billed.

G 1.3. To determne the fiscal year of funds, refer to the "Job O der Nunmber"(JON)colum that applies to ALL funding under the
four digit CLIN, as shown in Section G -Contract Administration Data. The first digit of the JON represents the fiscal year. (For
exanpl e, CLIN 0001 is funded by SLINs 0001AA and 0001AB. |f JON: 22C334 is associated with 0001AA and JON: 32C205, associated with
0001AB, SLI N 0001AA is FY 2002 funding and shall be invoiced prior to invoicing against SLIN 0001AB, which is FY 2003 funding.)

* * G2 DFAS: SPECI AL PAYMENT | NSTRUCTI ONS: * *

DFAS wi || make paynents as billed by the contractor.

*** END OF NARRATI VE G 001 ***
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SECTI ON H - SPECI AL CONTRACT REQUI REMENTS

Regul atory Cite Title Dat e
H1 252.204- 7000 DI SCLOSURE OF | NFORNMATI ON DEC/ 1991
H 2 252. 205- 7000 PROVI SI ON OF | NFORMATI ON TO COOPERATI VE AGREEMENT HOLDERS DEC/ 1991
H 3 252. 225-7001 BUY AMERI CAN ACT AND BALANCE OF PAYMENTS PROGRAM APR/ 2003
H 4 252.225-7002 QUALI FYI NG COUNTRY SOURCES AS SUBCONTRACTORS APR/ 2003
H5 252. 225-7004 REPORTI NG OF CONTRACT PERFORMANCE QUTSI DE THE UNI TED STATES APR/ 2003
H 6 252. 225- 7009 DUTY- FREE- ENTRY- - QUALI FYI NG COUNTRY SUPPLI ES ( END PRODUCTS AND AUG 2000
COVPONENTS)
H7 252.227-7036 DECLARATI ON OF TECHNI CAL DATA CONFORM TY JAN 1997
H 8 252.227-7037 VALI DATI ON OF RESTRI CTI VE MARKI NGS ON TECHNI CAL DATA SEP/ 1999
H9 252.231-7000 SUPPLEMENTAL COST PRI NCI PLES DEC/ 1991
H 10 252. 235-7011 FI NAL SCI ENTI FI C OR TECHNI CAL REPORT SEP/ 1999
H 11 252. 242-7004 MATERI AL MANAGEMENT AND ACCOUNTI NG SYSTEM DEC/ 2000
H 12 252. 246- 7000 MATERI AL | NSPECTI ON AND RECE! VI NG REPORT MAR/ 2003
H 13 252. 246- 7001 WARRANTY OF DATA DEC/ 1991
H 14 252.227-7039 PATENTS -- REPORTI NG OF SUBJECT | NVENTI ONS APR/ 1990

The Contractor shall furnish the Contracting Oficer the foll ow ng:

(a) Interimreports every twelve (12) nmonths (or such longer period as nmay be specified by the Contracting Officer) fromthe
date of the contract, listing subject inventions during that period and stating that all subject inventions have been disclosed or that
there are no such inventions.

(b) A final report, within three (3) nonths after conpletion of the contracted work, listing all subject inventions or
stating that there were no such inventions.

(c) Upon request, the filing date, serial number and title, a copy of the patent application and patent nunber, and issue
data for any subject invention for which the Contractor has retained title.

(d) Upon request, the Contractor shall furnish the Government an irrevocable power to inspect and nmake copies of the patent
application file.
(End of clause)

H 15 52. 204- 4005 REQUI RED USE OF ELECTRONI C CONTRACTI NG DEC/ 2002
(TACOM

(a) Al contract awards, nodifications and delivery orders issued by TACOMwi || be issued electronically. The contractor has the
option to receive these actions either via the Wrldw de Wb (WWY or Electronic Data Interchange (EDI). Many provisions and cl auses
appear "by reference,” nmeaning only clause titles and regulation site are listed; their full texts can be found at the website
http://farsite. hill.af.ml/

(b) In order to be eligible to receive an award under this solicitation, the successful offeror nust be registered with the
Departnent of Defense (DOD) Central Contractor Registration (CCR). The CCR registration process nay be done electronically at the Wrld
W de Wb (WMWY site: http://ww.ccr.gov/ . (In order to be registered to use EDI, you nust use the long formfor registration.
Certification information, including information on the EDI 838 TPP, nust be furnished to the Contracting Officer within 60 cal endar
days after contract award to conplete networking requirements within the Governnent.)

(c) Worldw de Web Distribution. The contractor will receive an electronic Notice of the Award, Modification, or Delivery Oder
via e-mail. |If you choose the WAV option, you nust downl oad the file fromthe appropriate TACOM webpage:

Warren: http://contracting.tacomarny.ml/awards_official.htm

Rock Island: http://aais.ria.arny.ml/AA S/ AWDI NFQ i ndex. ht m

Pi catinny: http://procnet.pica.arny.ml/Contracts/Index. htm

Red River Arny Depot: http://ww.redriver.arnmy.ml/contracting/ Awards
Anni ston Arny Depot: http://ww. anadprocnet. arny. mil

(d) Electronic Data Interchange. |f you choose to receive contract awards, nodifications and delivery orders through EDI, they
will be delivered electronically via the Federal Acquisition Network (FACNET). Federal Standard Version 3050 of Standard X12 fromthe

American National Standards Institute (ANSI) will be used as the format for these el ectronic transactions.

(1) You nust conplete the EDI 838 Trading Partner Profile, and nmust agree (i) to subcontract with a DoD certified VAN or
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Val ue Added Service (VAS) provider, or (ii) to becone DoD certified as a Val ue Added Network (VAN). The EDI 838 Training Partner
Profile is contained in the basic CCR registration formand includes portions of the registration formwhich are titled "Optional".

(2) You nust select a VAN fromthe official DoD approved list. DoD Certified VANs are |isted at
http://ww. acqg. osd. m|/ec/ecip/index.htm. |f your VAN is later renoved fromthe official list, or if you voluntarily drop your
initially selected VAN, then you nust switch to a VAN that renains on the official DoD approved list. You nmust maintain an active
account on a DoD approved VAN for the entire duration of the contract, beginning no later than the 60th day after award.

(e) Unless otherw se specified el sewhere in the contract, all data itenms you are required to provide under this contract nust be
subnmitted electronically. Acceptable formats include:

(1) Mcrosoft* 97 Ofice Products (TACOM can currently read OFFI CE 97* and |ower.): Wrd, Excel, Powerpoint, or Access
(2) 100 OR 250 MEGABYTE ZIP*-DISK, 3 1/2 INCH DI SK, OR 650 MEGABYTE CD ROM
(3) E-MAIL (Maxi mum si ze of each e-nmil nmessage is be three and one-half (3.5) negabytes).

(4) Oher electronic formats. Before submitting your data in any other electronic format, please e-mail the buyer
identified on the face of the contract, with e-mail copy-furnished to ansta-idg@acomarny.nil, to obtain a decision as to the format's
acceptability. This e-mail must be received by the buyer not later than ten cal endar days before the required data subm ssion date.
NOTE: The above formats may be subnmitted in conpressed formusing self-extracting files.

(f) Additional information can be obtained by sending a nmessage to: acqcenweb@acomarny.nmil| or by calling (586) 574-7059.

[End of d ause]

H 16 52.216- 4008 STATUS OF FUNDS ON COST REI MBURSEMENT CONTRACTS/ CLI NS JUN 1989
(TACOW

(a) The Contractor shall review the funding as it relates to work perforned on the cost-reinbursenment Contract Line Item Nunmbers
(CLINs) under this contract and shall provide to the Procuring Contracting Officer (PCO a witten determination of what, if any, funds
are excess to requirenents (leaving a reasonable amount for final overhead rate negotiations and other reasonably predicted
requirenents) and are available for deobligation. This review shall be coordinated with the Admi nistrative Contracting O ficer (ACO),
and the witten determ nation shall be acconplished within 120 days of conpletion of performance under the CLIN. The report shall be
prepared in terms of dollars available per Purchase Request Order Nunmber (PRON), unless requested otherw se by the PCO

(b) This report may be requested in witing by the PCO on additional occasions during the course of performance of work on cost-
rei mbursable CLINs contained in this contract. On such occasions, the witten report shall be provided to the PCOw thin 14 days of

Contractor receipt of the witten request.
(End of clause)

H 17 52. 246- 4026 LOCAL ADDRESSES FCR DD FORM 250 MAR/ 2002
(TACOM

(a) The contractor nust provide a copy of each Material |nspection and Receiving Report (DD 250) pertaining to this contract, to the
addresses given below, using either of the foll ow ng nethods:

(1) Qur first preference is for you to use electronic mail (e-mail), using the followi ng e-mail address:
DD250@ acom arny. m |

(2) Qur second preference is for you to use data facsimle (datafax) transmi ssion, using this fax nunber:
(586) 574-7552 and use "DD250 mailbox" in the "to:" block of your fax cover or header sheet.

In either nmethod, do not mi x DD250s from nore than one contract in a single transmmssion. That is, you may submit nultiple DD250s in a
single transm ssion, but they nust all be against the same contract.

(b) These copies neet the requirements for the Purchasing O fice copy and the Arnmy Inventory Control Manager copy listed in tables
1 and 2 of DFARS Appendi x F.

(c) The DD250 formmay be found, in three different formats, on the Wrld Wde Wb at http://webl. whs. osd. m|/icdhorme/ DD-0999. ht m
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[End of O ause]
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SECTI ON |

CONTRACT CLAUSES

Thi s contract

Upon request,
electronically at this address:

-1
-2
1-3
1-4
-5
1-6

-7
1-8
1-9
1-10

1-11
1-12
1-13
1-14
1-15
1-16
1-17
1-18
1-19

1-20
1-21
1-22
1-23
1-24
1-25
I-26
1-27
1-28
1-29
1-30
1-31
1-32

1-33
1-34

1-35
1-36
1-37
1-38
1-39

1-40
1-41
1-42
1-43
1-44
|1 -45
|1-46
1-47
1-48
1-49

i ncorporates one or nore clauses by reference, with the same force and effect as if they were given in full
the Contracting Officer will make their full text available. Also, the full text of a clause nay be accessed

http://farsite. hill.af.ml/

[End of d ause]

Requl atory Cite Title Dat e
52.202-1 DEFI NI TI ONS DEC/ 2001
52.203-3 GRATUI TI ES APR/ 1984
52.203-5 COVENANT AGAI NST CONTI NGENT FEES APR/ 1984
52.203-6 RESTRI CTI ONS ON SUBCONTRACTOR SALES TO THE GOVERNVENT JUL/ 1995
52.203-7 ANTI - KI CKBACK PROCEDURES JUL/ 1995
52.203-8 CANCELLATI ON, RESCI SSI ON AND RECOVERY OF FUNDS FOR | LLEGAL OR JAN 1997
| MPROPER ACTI VI TY
52.203- 10 PRI CE OR FEE ADJUSTMENT FOR | LLEGAL OR | MPROPER ACTI VI TY JAN 1997
52.203-12 LI M TATI ON ON PAYMENTS TO | NFLUENCE CERTAI N FEDERAL TRANSACTI ONS JUN 2003
52.204-4 PRI NTI NG COPYI NG DOUBLE- SI DED ON RECYCLED PAPER AUG 2000
52.209-6 PROTECTI NG THE GOVERNMENT' S | NTEREST WHEN SUBCONTRACTI NG W TH JUL/ 1995
CONTRACTORS DEBARRED, SUSPENDED, OR PROPOSED FOR DEBARMENT
52.211-15 DEFENSE PRI ORI TY AND ALLOCATI ON REQUI REMENTS SEP/ 1990
52.215-2 AUDI T AND RECORDS - NEGOTI ATI ONS JUN 1999
52.215-8 ORDER OF PRECEDENCE- - UNI FORM CONTRACT FORVAT QOCT/ 1997
52.215-10 PRI CE REDUCTI ON FOR DEFECTI VE COST OR PRI CI NG DATA OCT/ 1997
52.215-12 SUBCONTRACTOR COST OR PRI CI NG DATA OCT/ 1997
52.215-14 INTEGRITY OF UNIT PRI CES QOCT/ 1997
52.215-15 PENSI ON ADJUSTMENTS AND ASSET REVERSI ONS DEC/ 1998
52.215-17 WAl VER OF FACI LI TI ES CAPI TAL COST OF MONEY OCT/ 1997
52.215-18 REVERS| ON OR ADJUSTMENT OF PLANS FOR POSTRETI REMENT BENEFI TS ( PRB) QOCT/ 1997
OTHER THAN PENSI ONS
52.215-19 NOTI FI CATI ON OF OANERSHI P CHANGES OCT/ 1997
52.216-7 ALLOMBLE COST AND PAYMENT DEC/ 2002
52.216-8 FI XED FEE MAR/ 1997
52.219-6 NOTI CE OF TOTAL SMALL BUSI NESS SET- ASI DE JUN 2003
52.219-8 UTI LI ZATI ON OF SMALL BUSI NESS CONCERNS OCT/ 2000
52.219-14 LI M TATI ONS ON SUBCONTRACTI NG DEC/ 1996
52.219-16 LI QUI DATED DAMAGES - SUBCONTRACTI NG PLAN JAN 1999
52.222-1 NOTI CE TO THE GOVERNMENT OF LABOR DI SPUTES FEB/ 1997
52.222-4 CONTRACT WORK HOURS AND SAFETY STANDARDS ACT- - OVERTI ME COVPENSATI ON SEP/ 2000
52.222-20 WALSH- HEALEY PUBLI C CONTRACTS ACT DEC/ 1996
52.222-21 PROHI BI TI ON OF SEGREGATED FACI LI TI ES FEB/ 1999
52.222- 26 EQUAL OPPORTUNI TY APR/ 2002
52.222-35 AFFI RVATI VE ACTI ON FOR DI SABLED VETERANS AND VETERANS OF THE VI ETNAM DEC/ 2001
ERA
52.222-36 AFFI RVATI VE ACTI ON FOR WORKERS W TH DI SABI LI TI ES JUN 1998
52.222-37 EMPLOYMENT REPORTS ON SPECI AL DI SABLED VETERANS, VETERANS OF THE DEC/ 2001
VI ETNAM ERA, AND OTHER ELI d BLE VETERANS
52.223-6 DRUG FREE WORKPLACE MAY/ 2001
52.223-14 TOXI C CHEM CAL RELEASE REPORTI NG AUG 2003
52.225-8 DUTY- FREE ENTRY FEB/ 2000
52.225-13 RESTRI CTI ONS ON CERTAI N FORElI GN PURCHASES JUN 2003
52.226-1 UTI LI ZATI ON OF | NDI AN ORGANI ZATI ONS AND | NDI AN- OANED ECONOM C JUN 2000
ENTERPRI SES
52.227-1 AUTHORI ZATI ON AND CONSENT (ALTERNATE | dated April 1984) JUL/ 1995
52.227-2 NOTI CE AND ASSI STANCE REGARDI NG PATENT AND COPYRI GHT | NFRI NGEMENT AUG 1996
52.227-11 PATENT RI GHTS- - RETENTI ON BY THE CONTRACTOR ( SHORT FORM JUN 1997
52.228-7 | NSURANCE- - LI ABI LI TY TO THI RD PERSONS MAR/ 1996
52.232-9 LI M TATI ON ON W THHOLDI NG OF PAYMENTS APR/ 1984
52.232-17 | NTEREST JUN 1996
52.232-22 LI M TATI ON OF FUNDS APR/ 1984
52.232-23 ASSI GNVENT OF CLAI MS JAN 1986
52.232-25 PROVPT PAYMENT FEB/ 2002
52.232-33 PAYMENT BY ELECTRONI C FUNDS TRANSFER- - CENTRAL CONTRACTOR REGQ STRATI ON COCT/ 2003

text.
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Regulatory Cte Title Dat e
1-50 52.233-1 DI SPUTES JUL/ 2002
1-51 52.233-3 PROTEST AFTER AWARD -- (ALTERNATE |, dated JUN 1985) AUG 1996
1-52 52.242-1 NOTI CE OF | NTENT TO DI SALLOW COSTS APR/ 1984
1-53 52.242-3 PENALTI ES FOR UNALLOMBLE COSTS MAY/ 2001
|-54 52.242-4 CERTI FI CATI ON OF | NDI RECT COSTS JAN 1997
|1-55 52.242-13 BANKRUPTCY JUL/ 1995
|-56 52.243-2 CHANGES- - COST- REl MBURSEMENT ( ALTERNATE V, dated April 1984)) AUG 1987
|-57 52.244-2 SUBCONTRACTS  (ALT I --AUG 1998) AUG 1998
|1-58 52.244-5 COWPETI TI ON | N SUBCONTRACTI NG DEC/ 1996
1-59 52.245-5 GOVERNVENT PROPERTY ( COST- REI MBURSEMENT, Tl ME- AND- MATERI AL, OR LABOR- JUN 2003
HOUR CONTRACTS) (Devi ation, per DAR Tracki ng Nunmber 99-00008, 13 July
99)
1-60 52. 246- 23 LI M TATION OF LIABILITY FEB/ 1997
1-61 52.249-6 TERM NATI ON ( COST- REI MBURSEMENT) SEP/ 1996
1-62 52.249-14 EXCUSABLE DELAYS APR/ 1984
1-63 52.253-1 COVPUTER GENERATED FORMS JAN 1991
| -64 252.203- 7001 PRCHI Bl TI ON ON PERSONS CONVI CTED OF FRAUD OR OTHER DEFENSE CONTRACT- MAR/ 1999
RELATED FELONI ES
|-65 252.204- 7003 CONTROL OF GOVERNMENT PERSONNEL WORK PRODUCT APR/ 1992
1-66 252. 209- 7000 ACQUI SI TI ON FROM SUBCONTRACTORS SUBJECT TO ON- SI TE | NSPECTI ON UNDER NOV/ 1995
THE | NTERMEDI ATE- RANGE NUCLEAR FORCES (| NF) TREATY
1-67 252.209- 7004 SUBCONTRACTI NG W TH FI RMS THAT ARE OWNED OR CONTROLLED BY THE MAR/ 1998

GOVERNMVENT OF A TERRORI ST COUNTRY per DoD interimrule, Federal
Regi ster 27 Mar 98

I-68 252. 211- 7005 SUBSTI TUTI ONS FOR M LI TARY OR FEDERAL SPECI FI CATI ONS AND STANDARDS FEB/ 2003
I-69 252. 215- 7000 PRI CI NG ADJUSTMENTS DEC/ 1991
1-70 252. 215- 7002 COST ESTI MATI NG SYSTEM REQUI REMENTS OCT/ 1998
1-71 252. 219- 7003 SVALL, SMALL DI SADVANTAGED AND WOVEN- OARED SMALL BUSI NESS APR/ 1996
SUBCONTRACTI NG PLAN (DOD CONTRACTS)
1-72 252. 225- 7004 REPORTI NG OF CONTRACT PERFORMANCE QUTSI DE THE UNI TED STATES APR/ 2003
1-73 252. 225- 7012 PREFERENCE FOR CERTAI N DOVESTI C COVMODI TI ES FEB/ 2003
I-74 252. 225- 7014 PREFERENCE FOR DOVESTI C SPECI ALTY METALS (ALT 1) APR/ 2003
1-75 252. 225- 7016 RESTRI CTI ON ON ACQUI SI TION OF BALL AND ROLLER BEARI NGS APR/ 2003
1-76 252. 225- 7025 RESTRI CTI ON ON ACQUI SI TI ON OF FORGI NGS APR/ 2003
1-77 252. 225- 7031 SECONDARY ARAB BOYCOTT OF | SRAEL APR/ 2003
1-78 252. 227- 7016 RIGHTS I N BI D OR PROPCSAL | NFORVATI ON JUN 1995
1-79 252. 227- 7017 | DENTI FI CATI ON AND ASSERTI ON OF USE, RELEASE, OR DI SCLOSURE JUN 1995
RESTRI CTI ONS
I-80 252. 227-7018 RI GHTS | N NONCOMVERC! AL TECHNI CAL DATA AND COMPUTER SCFTWARE-- SMALL JUN 1995
BUSI NESS | NNOVATI VE RESEARCH (SBI R) PROGRAM
I-81 252. 227- 7019 VALI DATI ON OF ASSERTED RESTRI CTI ONS- - COVPUTER SOFTWARE JUN 1995
I-82 252. 227- 7030 TECHNI CAL DATA- - W THHOLDI NG OF PAYMENT MAR/ 2000
I-83 252. 227- 7034 PATENTS- - SUBCONTRACTS APR/ 1984
I-84 252. 227- 7037 VALI DATI ON OF RESTRI CTI VE MARKI NGS ON TECHNI CAL DATA SEP/ 1999
I-85 252. 242- 7000 POSTAWARD CONFERENCE DEC/ 1991
I-86 252. 244- 7000 SUBCONTRACTS FOR COMMERCI AL | TEMS AND COMMVERCI AL COMPONENTS ( DoD MAR/ 2000
CONTRACTS)
I-87 52.219- 4 NOTI CE OF PRI CE EVALUATI ON FOR HUBZONE SMALL BUSI NESS CONCERNS JAN 1999

(a) Definition. HUBZone snall business concern, as used in this clause, neans a small business concern that appears on the List of
Qualified HUBZone Snall Business Concerns maintained by the Small Business Administration.

(b) Evaluation preference.
(1) Ofers will be evaluated by adding a factor of 10 percent to the price of all offers, except-
(i) Ofers from HUBZone snall business concerns that have not waived the eval uation preference;
(ii) O herw se successful offers fromsmall business concerns;

(iii) OGherw se successful offers of eligible products under the Trade Agreenents Act when the dollar threshold for
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application of the Act is exceeded (see 25.402 of the Federal Acquisition Regulation (FAR)); and

(iv) O herw se successful offers where application of the factor would be inconsistent with a Menorandum of Under st andi ng
or other international agreement with a foreign governnent.

(2) The factor of 10 percent shall be applied on a line itembasis or to any group of items on which award may be nade. O her
eval uation factors described in the solicitation shall be applied before application of the factor.

(3) A concern that is both a HUBZone snall business concern and a snall di sadvantaged busi ness concern will receive the
benefit of both the HUBZone small business price evaluation preference and the snall disadvantaged business price eval uation adjustnment
(see FAR clause 52.219-23). Each applicable price evaluation preference or adjustment shall be cal cul ated i ndependently agai nst an
offeror's base offer. These individual preference ambunts shall be added together to arrive at the total evaluated price for that offer.

(c) Waiver of evaluation preference. A HUBZone small business concern may elect to waive the evaluation preference, in which case
the factor will be added to its offer for evaluation purposes. The agreenments in paragraph (d) of this clause do not apply if the
of feror has waived the eval uation preference.
[ ] Ofer elects to waive the evaluation preference.

(d) Agreenment. A HUBZone small business concern agrees that in the performance of the contract, in the case of a contract for

(1) Services (except construction), at |east 50 percent of the cost of personnel for contract performance will be spent for
enpl oyees of the concern or enpl oyees of other HUBZone small business concerns;

(2) Supplies (other than procurenent froma nonmanufacturer of such supplies), at |east 50 percent of the cost of
manuf acturing, excluding the cost of materials, will be performed by the concern or other HUBZone small business concerns;

(3) General construction, at |least 15 percent of the cost of the contract perfornance incurred for personnel will be spent on
the concern's enpl oyees or the enpl oyees of other HUBZone small business concerns; or

(4) Construction by special trade contractors, at |east 25 percent of the cost of the contract performance incurred for
personnel wll be spent on the concern's enployees or the enpl oyees of other HUBZone small business concerns.

(e) A HUBZone joint venture agrees that in the performance of the contract, the applicable percentage specified in paragraph (d) of
this clause will be performed by the HUBZone snal | business participant or participants;

(f) A HUBZone small business concern nonmanufacturer agrees to furnish in performng this contract only end itenms manufactured or
produced by HUBZone smal | business manufacturer concerns. This paragraph does not apply in connection with construction or service

contracts.

[End of O ause]

|1-88 52.223-11 OZONE- DEPLETI NG SUBSTANCES MAY/ 2001

(a) Definition. Ozone-depleting substance, as used in this clause, neans any substance the Evironnmental Protection Agency
designates in 40 CFR part 82 as--

(1) Aass |, including, but not limted to, chlorofluorocarbons, halons, carbon tetrachloride, and nethyl chloroform or
(2) Adass Il, including but not limted to, hydrochl orofl uorocarbons.
(b) The Contractor shall |abel products which contain or are manufactured with ozone-depleting substances in the manner and to the

extent required by 42 U.S.C. 7671j(b), (c), and (d) and 40 CFR Part 82, Subpart E, as follows:

WARNI NG Contains (or manufactured with, if applicable) * , a substance(s)
whi ch harn(s) public health and environment by destroying ozone in the upper atnosphere.

*The Contractor shall insert the name of the substance(s).

[End of d ause]

1-89 52.252-6 AUTHORI ZED DEVI ATI ONS | N CLAUSES APR/ 1984
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(a) The use in this solicitation or contract of any Federal Acquisition Regulation (48 CFR Chapter 1) clause with an authorized
deviation is indicated by the addition of (DEVIATION) after the date of the clause.

(b) The use in this solicitation or contract of any DoD FAR Suppl enent (DFARS) (48 CFR 2) clause with an authorized deviation is
indicated by the addition of (DEVIATION) after the name of the regulation.

[End of d ause]

1-90 252.204- 7004 REQUI RED CENTRAL CONTRACTOR REQ STRATI ON NOV/ 2001
(a) Definitions. As used in this clause--

(1) Central Contractor Registration (CCR) database nmeans the primary DoD repository for contractor information required for
the conduct of business with DoD.

(2) Data Universal Nunbering System (DUNS) nunber means the 9-digit nunber assigned by Dun and Bradstreet |nformation Services
to identify unique business entities.

(3) Data Universal Nunbering System +4 (DUNS+4) nunber neans the DUNS nunber assigned by Dun and Bradstreet plus a 4-digit
suffix that may be assigned by a parent (controlling) business concern. This 4-digit suffix may be assigned at the discretion of the
parent business concern for such purposes as identifying subunits or affiliates of the parent business concern.

(4) Registered in the CCR database neans that all nmandatory information, including the DUNS nunber or the DUNS+4 nunber, if
appl i cabl e, and the corresponding Commercial and Governnent Entity (CAGE) code, is in the CCR database; the DUNS nunber and the CAGE
code have been validated; and all edits have been successfully conpleted.

(b)

(1) By submission of an offer, the offeror acknow edges the requirenent that a prospective awardee nust be registered in the
CCR dat abase prior to award, during performance, and through final payment of any contract resulting fromthis solicitation, except for
awards to foreign vendors for work to be performed outside the United States.

(2) The offeror shall provide its DUNS or, if applicable, its DUNS+4 nunber with its offer, which will be used by the
Contracting Officer to verify that the offeror is registered in the CCR database.

(3) Lack of registration in the CCR database will nake an offeror ineligible for award.

(4) DoD has established a goal of registering an applicant in the CCR database within 48 hours after receipt of a conplete
and accurate application via the Internet. However, registration of an applicant submtting an application through a nmethod other than
the Internet may take up to 30 days. Therefore, offerors that are not registered should consider applying for registration inmrediately
upon receipt of this solicitation.

(c) The Contractor is responsible for the accuracy and conpl eteness of the data within the CCR and for any liability resulting
fromthe Governnent's reliance on inaccurate or inconplete data. To renain registered in the CCR database after the initial
registration, the Contractor is required to confirmon an annual basis that its information in the CCR database is accurate and

conpl ete.

(d) Oferors and contractors may obtain information on registration and annual confirnmation requirements by calling 1-888-227-2423,
or via the Internet at http://ww.ccr.gov.

[End of d ause]
1-91 252. 225-7015 PREFERENCE FOR DOVESTI C HAND OR MEASURI NG TOOLS DEC/ 1991

The Contractor agrees to deliver under this contract only hand or measuring tools produced in the United States or its possessions.
(End of clause)

1-92 252.247-7023 TRANSPORTATI ON OF SUPPLI ES BY SEA MAY/ 2002
(a) Definitions. As used in this clause--

(1) Conponents neans articles, materials, and supplies incorporated directly into end products at any |level of manufacture,
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fabrication, or assenbly by the Contractor or any subcontractor.

(2) Departnent of Defense (DoD) neans the Arny, Navy, Air Force, Marine Corps, and defense agencies.

(3) _Foreign flag vessel nmeans any vessel that is not a U S -flag vessel.

(4) Ccean transportation neans any transportation aboard a ship, vessel, boat, barge, or ferry through international waters.

(5) Subcontractor nmeans a supplier, material man, distributor, or vendor at any |evel below the prine contractor whose
contractual obligation to performresults from or is conditioned upon, award of the prime contract and who is perform ng any part of
the work or other requirenment of the prime contract. However, effective May 1, 1996, the term does not include a supplier, material man,
di stributor, or vendor of commercial items or commercial conponents.

(6) Supplies neans all property, except land and interests in land, that is clearly identifiable for eventual use by or owned
by the DoD at the tine of transportation by sea.

(i) Anitemis clearly identifiable for eventual use by the DoD if, for exanple, the contract docunentation contains a
reference to a DoD contract nunmber or a mlitary destination.

(ii) Supplies includes (but is not limted to) public works; buildings and facilities; ships; floating equi pment and
vessel s of every character, type, and description, with parts, subassenblies, accessories, and equi pnent; nmachine tools; material;

equi pment; stores of all kinds; end items; construction naterials; and conponents of the foregoing.

(7) U.S.-flag vessel neans a vessel of the United States or belonging to the United States, including any vessel registered or
having national status under the laws of the United States.

(b)
(1) The Contractor shall use U.S.-flag vessels when transporting any supplies by sea under this contract.
(2) A subcontractor transporting supplies by sea under this contract shall use U S.-flag vessels if-
(i) This contract is a construction contract; or
(ii) The supplies being transported are-
(A) Nonconmmercial items; or
(B) Commercial itens that-
(1) The Contractor is reselling or distributing to the Government w thout adding value (generally,
the Contractor does not add value to items that it subcontracts for f.o.b. destination
shi pnent) ;

(2) Are shipped in direct support of U S mlitary contingency operations, exercises, or forces
depl oyed in hunanitarian or peacekeeping operations; or

(3) Are commissary or exchange cargoes transported outside of the Defense Transportation System
in accordance with 10 U.S.C. 2643.

(c) The Contractor and its subcontractors nmay request that the Contracting Officer authorize shipnent in foreign-flag vessels, or
designate available U S.-flag vessels, if the Contractor or a subcontractor believes that--

(1) U.S.-flag vessels are not available for tinmely shipnent;
(2) The freight charges are inordinately excessive or unreasonable; or
(3) Freight charges are higher than charges to private persons for transportation of |ike goods.
(d) The Contractor nust submt any request for use of other than U S.-flag vessels in witing to the Contracting O ficer at |east
45 days prior to the sailing date necessary to neet its delivery schedules. The Contracting Officer will process requests submtted
after such date(s) as expeditiously as possible, but the Contracting Officer's failure to grant approvals to neet the shipper's sailing

date will not of itself constitute a conpensabl e delay under this or any other clause of this contract. Requests shall contain at a
m ni mum -
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(1) Type, weight, and cube of cargo;

(2) Required shipping date;

(3) Special handling and di scharge requirenents;

(4) Loading and di scharge points;

(5) Nanme of shipper and consi gnee;

(6) Prime contract nunber; and

(7) A docurented description of efforts made to secure U.S.-flag vessels, including points of contact (with nanes and

tel ephone nunbers) with at least two U.S.-flag carriers contacted. Copies of telephone notes, tel egraphic and facsimle nmessage or
letters will be sufficient for this purpose.

(e) The Contractor shall, within 30 days after each shipnment covered by this clause, provide the Contracting O ficer and the
Di vi sion of National Cargo, O fice of Market Devel opnent, Maritime Administration, U S. Departnment of Transportation, Washington, DC
20590, one copy of the rated on board vessel operating carrier's ocean bill of Iading, which shall contain the follow ng information--

(1) Prine contract nunber;

(2) Name of vessel;

(3) Vessel flag of registry;

(4) Date of |oading;

(5) Port of Ioading;

(6) Port of final discharge;

(7) Description of conmodity;

(8) Gross weight in pounds and cubic feet if available;
(9) Total ocean freight in U S dollars; and

(10) Nane of the steanship conpany.

(f) The Contractor shall provide with its final invoice under this contract a representation that to the best of its know edge and
bel i ef - -

(1) No ocean transportation was used in the performance of this contract;
(2) Ccean transportation was used and only U. S.-flag vessels were used for all ocean shipnments under the contract;

(3) Ccean transportation was used, and the Contractor had the witten consent of the Contracting Oficer for all non-U S -flag
ocean transportation; or

(4) Ccean transportation was used and some or all of the shipnents were made on non-U.S.-flag vessels without the witten
consent of the Contracting Officer. The Contractor shall describe these shipments in the follow ng fornat:

| TEM CONTRACT
DESCRI PTI ON LI NE | TEMS QUANTI TY TOTAL

(g) If the final invoice does not include the required representation, the Governnent will reject and return it to the Contractor
as an inproper invoice for the purposes of the Pronpt Paynment clause of this contract. |In the event there has been unauthorized use of
non-U. S.-flag vessels in the performance of this contract, the Contracting Officer is entitled to equitably adjust the contract, based
on the unauthorized use.

(h) I'n the award of subcontracts for the types of supplies described in paragraph (b)(2) of this clause, the Contractor shall flow
down the requirements of this clause as follows:
(1) The Contractor shall insert the substance of this clause, including this paragraph (h) in all subcontracts that
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exceed the sinplified acquisition threshold in Part 2 of the Federal Acquisition Regulation.

(2) The Contractor shall insert the substance of paragraphs (a) through (e) of this clause, and this paragraph (h), in
subcontracts that are at or below the sinplified acquisition threshold in Part 2 of the Federal Acquisition Regulation.

[End of d ause]

1-93 52. 204- 4009 MANDATORY USE OF CONTRACTOR TO GOVERNVENT ELECTRONI C COVMUNI CATI ON JUN/ 1999
(TACOM

(a) Al references in the contract to the submission of witten docunentation shall nmean electronic submssion. Al electronic
subnmi ssions shall be in the formats and nedia described in the "El ectronic Quotations/Offers/Bids Required in Response to this Request
for Quotations/Proposal s/Bids" clause el sewhere in this docunent. (See Section K for commercial acquisitions, Section L for RFPs, and
Section | for RFQ(s.)

(b) This shall include all witten unclassified comunications between the Governnent and the Contractor except contract awards
and contract nodifications which shall be posted on the internet. Return receipt shall be used if a commercial application is avail able.
Classified information shall be handled in full accordance with the appropriate security requirenents.

(c) In order to be contractually binding, all Government conmunications requiring a Contracting O ficer signature nust be sent
fromthe Contracting Officer's e-nmil address. The Contractor shall designate the personnel with signature authority who can

contractually bind the contractor. Al binding contractor conmmunication shall be sent fromthis contractor e-mail address(es).

(d) Upon award, the Contractor shall provide the Contracting Officer with a list of e-mail addresses for all admnistrative and
techni cal personnel assigned to this contract.

(e) Unless exenpted by the Procuring Contracting Officer in witing, all unclassified witten comunication after contract award
shall be transmitted el ectronically.

[End of d ause]
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Public reporting burden for this collection of information is estinated to average 440 hours per response, including the time for

review ng instructions, searching existing data sources, gathering and maintaining the data needed, and conpleting and review ng the

col lection of information. Send coments regarding this burden estinmate or any other aspect of this collection of information, including
suggestions for reducing this burden, to Departnment of Defense, Washington Headquarters Services, Directorate for Information Operations
and Reports, 1215 Jefferson Davis H ghway, Suite 1204, Arlington, VA 22202-4302, and to the Ofice of Managenent and Budget, Paperwork
Reduction Project (0704-0188), Washington, DC 20503. Please DO NOT RETURN your formto either these addresses. Send conpleted formto
the Governnment |ssuing Contracting Officer for the Contract/PR No. listed in Block E.

A. CONTRACT LINE I TEM NO.: 0002 D. SYSTEMITEM....:

B. EXHHBIT ..............: A E. CONTRACT/ PR NO..:

C. CATECORY..............: F. CONTRACTOR......:

1. DATAITEMNO. ......: A001

2. TITLE OF DATA ITEM: Performance and Cost Report

3. SUBTITLE...........: Phase Il Performance and Cost Report

4. AUTHORITY..........: D -FNCL-80912

5. CONTRACT REFERENCE.: Section C 3.1

6. REQUI RING OFFI CE. . .: TR-N 9. DI ST. STATEMENT REQUI RED. : 12. DATE OF FIRST SUB.: See Block 16
7. DD250 REQ .........: 10. FREQUENCY................: See Block 16 13. DATE OF SUBS. SUB.: See Block 16
8. APP CODE........... : 11. ASCOF DATE. . ............. :  See Block 16

14. DI STRI BUTI ON A. ADDRESSEES B. COPI ES: DRAFT FI NAL
M. Thomas B. Udvare, Contracting Oficer's Representative (COR), E-mail: udvaret@acomarny.ml 1
Ms. Mary West, Contract Specialist, E-Miil: westm@acomarny.ml 1

Ms. Janet Lopez, Adnministrative Contracting Officer (ACO, E-nmil: Janet.Lopez@icna. ml 1

15. TOTAL: 3 *
* In distributing the electronic report, according to the schedule in Block 16 below, the Contractor shall deliver one (1) copy to the
Governnment, sent to M. Thomas B. Udvare, Ms. Mary West, and Ms. Janet Lopez e-mmil addresses.

16. REMARKS:

a. The contractor shall subnit via enmil, nonthly reports in M5 Excel 97 or conpatible fornat. The Perfornmance and Cost Report is
due 10 cal endar days after the end of each reporting nonth.

b. Conplete the reports in accordance with (1AW Data |Item Description (D D) D -FNCL-80912, "Performance and Cost Report Report."
The COR is responsible for accepting or rejecting the "Contractor's Progress, Status, and Managenent Reports." See DI D DI - MGMI- 80227,
at the Internet address below, for instructions on conpleting the required report.

http://asti mage. daps. dl a. m | / doci mages/ 0001\ 48\ 17\ DI 80227. PD8

c. Prepare the reports in the Contractor's format. Submit the reports using any of the follow ng el ectronic formats:

(1) Files readable using these Mcrosoft* 97 Ofice Products (TACOM can currently read OFFI CE 97* and lower): Wrd, Excel,
Power Poi nt, or Access. Spreadsheets nust be sent in a file format that includes all formulae, nacro and format information. Print
image is not acceptable. Executable files, other than self-extracting conpressed files, are unacceptable.

(2) Files in Adobe PDF (Portable Document Format). Scanners should be set to 200 dots per inch.

(3) Files in HTM. (Hypertext Markup Language). HTM. docunments nmust not contain active links to live Internet sites or pages.
Al linked information nust be contained within your electronic report, and be accessible offline.

(4) Oher electronic formats. Before preparing your report in any other electronic format, please e-mail the COR, with an e-
mai | copy-furnished to ansta-idg@acomarny.ml, to obtain a decision as to the format's acceptability. This e-mail nust be received by
the COR not later than ten cal endar days before the draft report's due date.

Al'l alternate nethods nust be a no cost to the Governnent.
NOTES: (a) The above formats may be subnmitted in conpressed formusing self-extracting files.

(b) Files may be read-only, password protected.

d. Acceptable nedia: The Contractor shall submt reports via e-mail. |If e-mail is not workable, other acceptable nedia include
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100 or 250 Megabyte Zip*-disk, 3 inch disk, or 650 nmegabyte CD-ROM Identify the software application and version used to create each
file submtted.

(1) E-MAIL. Maxinmumsize of each e-nmil nmessage shall be three and one-half (3.5) negabytes. Any conpressed files nust be
sel f-extracting, and you nust provide appropriate instructions. You may use nultiple e-mail nmessages if necessary, however, you nust
annotate the subject lines in this manner: "Message 1 of 3, 2 of 3, 3 of 3."

(2) 100 or 250 MEGABYTE ZIP*-DISK, 3 |INCH DI SK, OR 650 MEGABYTE CD ROMvia U S. Mail or other carrier. The Contractor shall
label and all submtted disks with the Contract nunber, the Contractor's nanme, address and a contact's phone nunber.

NOTE: Pl ease select only one nmedium by which to transmit each report. For instance, do not submit a report via e-mail and 100 negabyte
Zi p*-di sk.

* Regi stered Trademark

17. PRI CE GROUP: 18. ESTI MATED TOTAL PRI CE :
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1. DATA ITEMNO.......: A002 PAGE 3
2. TITLE OF DATAITEM: Contractor's Progress, Status, and Managenent Report
3. SUBTITLE...........: Phase |l Progress Reports
4. AUTHORITY..........: D -MaVI-80227
5. CONTRACT REFERENCE.: Section C. 3.2
6. REQUI RING OFFICE. . .: TR-N 9. DI ST. STATEMENT REQUI RED.: 12. DATE OF FIRST SUB.: See Block 16
7. DD250 REQ .........: 10. FREQUENCY................: See Block 16 13. DATE OF SUBS. SUB.: See Block 16
8. APP CODE...........: 11. AS OF DATE...............: See Block 16
14. DI STRI BUTI ON A. ADDRESSEES B. COPI ES: DRAFT FI NAL
M. Thonmas B. Udvare, Contracting Oficer's Representative (COR), E-nmil: udvaret@acomarny.m|l 1
Ms. Mary West, Contract Specialist, E-Miil: westm@acomarmny.ml 1
Ms. Janet Lopez, Administrative Contracting Officer (ACO, E-numil: Janet.Lopez@icna. ml 1

15. TOTAL: 3 *

* In distributing the electronic report, according to the schedule in Block 16 bel ow, the Contractor shall deliver one (1) copy to the
Governnent, sent to M. Thomas B. Udvare, Ms. Mary West, and Ms. Janet Lopez e-nmil addresses.

16. REMARKS:

a. The contractor shall provide quarterly status reports (total of 8). The status reports will briefly summarize work conpleted to
date on the contract with specific reference to the contract tasks conpleted, tasks not conpleted, status of on-going studies, studies
conpl eted during the reporting time period and any significant acconplishments, problenms or delays. The status reports will also report
total costs incurred to date, with specific reference to the costs incurred since the last status report.

b. Conplete the reports in accordance with (AW Data |Item Description (DI D) D -M3aVr-80227, "Contractor's Progress, Status, and
Managenment Report." The COR is responsible for accepting or rejecting the "Contractor's Progress, Status, and Managenent Reports." See

DI D DI - MGMT- 80227, at the Internet address below, for instructions on conpleting the required report.

http://asti mage. daps. dl a. mi | / doci mages/ 0001\ 48\ 17\ DI 80227. PD8

c. Prepare the reports in the Contractor's format. Submit the reports using any of the follow ng el ectronic formats:
(1) Files readable using these Mcrosoft* 97 Ofice Products (TACOM can currently read OFFI CE 97* and lower): Wrd, Excel,
Power Poi nt, or Access. Spreadsheets nust be sent in a file format that includes all formulae, nacro and format information. Print
image is not acceptable. Executable files, other than self-extracting conpressed files, are unacceptable.

(2) Files in Adobe PDF (Portable Docunment Format). Scanners should be set to 200 dots per inch.

(3) Files in HTM. (Hypertext Markup Language). HTM. docunments nmust not contain active links to live Internet sites or pages.
Al linked information nust be contained within your electronic report, and be accessible offline.

(4) Oher electronic formats. Before preparing your report in any other electronic format, please e-mail the COR, with an e-
mai | copy-furnished to ansta-idg@acomarny.ml, to obtain a decision as to the format's acceptability. This e-mail nust be received by
the COR not later than ten cal endar days before the draft report's due date.

Al alternate nmethods nust be a no cost to the Governnent.
NOTES: (a) The above formats may be subnmitted in conpressed formusing self-extracting files.
(b) Files nay be read-only, password protected.
d. Acceptable nedia: The Contractor shall submit reports via e-mail. |f e-mail is not workable, other acceptable nedia include
100 or 250 Megabyte Zip*-disk, 3 inch disk, or 650 negabyte CD-ROM Identify the software application and version used to create each

file submtted.

(1) E-MAIL. Maximum size of each e-mail nessage shall be three and one-half (3.5) negabytes. Any conpressed files nust be
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sel f-extracting, and you nmust provide appropriate instructions. You nay use nultiple e-mail nessages if necessary, however, you nust
annotate the subject lines in this manner: "Message 1 of 3, 2 of 3, 3 of 3."

(2) 100 or 250 MEGABYTE ZIP*-DISK, 3 |INCH DI SK, OR 650 MEGABYTE CD ROMvia U S. Mail or other carrier. The Contractor shall
| abel and all submitted disks with the Contract nunber, the Contractor's nanme, address and a contact's phone nunber.

NOTE: Pl ease select only one medium by which to transmit each report. For instance, do not submit a report via e-mail and 100 negabyte
Zi p*-di sk.
* Regi stered Trademark

17. PRI CE GROUP: 18. ESTI MATED TOTAL PRI CE :
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1. DATAITEMNO .....: AOF)3 o . ATT/EXH ID
2. TITLE OF DATA ITEM: Scientific and Technical Reports
3. SUBTITLE ......... : Phase Il Draft and Final Technical Reports PAGE 5
4, AUTHORITY ........: D -MSC80711A
5. CONTRACT REFERENCE: Section C.3.3
6. REQURING OFFICE...: AMSTA-TR-N 9. DI ST. STATEMENT REQUI RED. : 12. DATE OF FIRST SUB.: See Block 16
7. DD250 REQ .........: DD 10. FREQUENCY................: See Block 16 13. DATE OF SUBS. SUB.: See Block 16
8. APP CODE...........: 11. AS OF DATE...............: See Block 16
14. DI STRI BUTI ON A. ADDRESSEES B. COPI ES: DRAFT FI NAL
M. Thomas B. Udvare, Contracting Oficer's Representative (COR), E-mail: udvaret@acomarny.ml 1 1
Ms. Mary West, Contract Specialist, E-Mil: westm@acomarny.ml 1
Ms. Janet Lopez, Adnministrative Contracting Officer (ACO, E-numil: Janet.Lopez@icna. ml 1
15. TOTAL: 1 3 *

*I'n distributing electronic copies of the final report, according to the schedule in Block 16 bel ow, the Contractor shall deliver one
(1) copy to the Government, sent to M. Thomnas B. Udvare, Ms. Mary West and Ms. Janet Lopez e-mmil addresses.

16. REMARKS:
a. The Contractor shall deliver one (1) draft "Scientific and Technical Report," twenty-two (22) nonths after contract award. The
draft report shall include a conpleted Standard Form (SF) 298 (Report Docunentation Page) as the report's cover sheet. The COR shall
review the draft report and return it to the Contractor within thirty (30) days of receipt with conments. The Contractor shall
incorporate the COR' s comments and submit one (1) final "Scientific and Technical Report" (with the conpleted SF 298) within thirty (30)
days after receipt of draft comments.
b. Conplete the reports |AWDI D DI -M SC 80711A, "Scientific and Technical Reports.” The COR is responsible for accepting or
rejecting the draft and final reports, and for submtting the approved final report to the Defense Technical Information Center (DTIC),
in Ft. Belvoir, VA See the data itemdescription (DI -M SC-80711A), at the Internet address below, for instructions on conpleting the
required report.
http://asti mage. daps. dl a. m | / doci mages/ 0002\ 27\ 88\ 80711A. PD4

You nmay downl oad the SF 298 form fromthe follow ng Internet address:
http://ww. dtic.ml/dtic/fornms/sf298tenplate. doc

You may downl oad basic instructions for conpleting the SF 298 form fromthe follow ng Internet address:
http://ww. dtic.ml/dtic/forms/ SF298_MS67. doc

Here are sone additional instructions for conpleting the SF 298 form that apply when subnmitting reports under the SBIR Program

For each uncl assified report, the Contractor shall fill in Block 12a (Distribution/Availability Statement) of the SF 298 with one
of the follow ng statenents:

(a) Approved for public release; distribution unlinited.
(b) Distribution authorized to U S. Governnent Agencies only; contains proprietary information

Note: After reviewing the Contractor's entry in Block 12a, TACOM has final responsibility for assigning a distribution
statenent.

Bl ock 13 (Abstract) of the SF 298 nust include the first sentence, "Report devel oped under SBIR contract for topic AO02-
235." The abstract nust identify the purpose of the work and briefly describe the work carried out, the finding or results, and the
potential applications of the effort. Since the Departnment of Defense (DOD) will be publishing the abstract, it nmust not contain any
proprietary or classified data.

Bl ock 14 (Subject Terns) of the SF 298 nust include the term"SBIR Report."

d. Prepare the reports in the Contractor's format. Subnmit the reports using any of the follow ng electronic formats:

(1) Files readable using these Mcrosoft* 97 Ofice Products (TACOM can currently read OFFI CE 97* and lower): Wrd, Excel,
Power Poi nt, or Access. Spreadsheets nust be sent in a file format that includes all formulae, nacro and format information. Print
image is not acceptable. Executable files, other than self-extracting conpressed files, are unacceptable.
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(2) Files in Adobe PDF (Portable Docunent Format). Scanners should be set to 200 dots per inch.

(3) Files in HTM. (Hypertext Markup Language). HTM. docunents nust not contain active links to live Internet sites or
pages. Al linked information nust be contained within your electronic report, and be accessible offline.

(4) Oher electronic formats. Before preparing your report in any other electronic format, please e-mail the COR with an
e-mai |l copy-furnished to ansta-idg@acomarny.nml, in order to obtain a decision as to the format's acceptability. This e-mail nust be
received by the COR not later than ten cal endar days before the draft report's due date.

Al alternate nethods nust be a no cost to the Governnent.
NOTES: (a) The above formats may be submitted in conpressed formusing self-extracting files.

(b) Files may be read-only, password protected.

e. Acceptable nedia: The Contractor shall submit reports via e-mail. |f e-mail is not workable, other acceptable nedia include
100 or 250 Megabyte Zip*-disk, 3 inch disk, or 650 negabyte CD ROM Identify the software application and version used to create each
file submtted.

(1) E-MAIL. Maximum size of each e-mail nessage shall be three and one-half (3.5) negabytes. Any conpressed files nust be
sel f-extracting, and you nust provide appropriate instructions. You may use nultiple e-mail nmessages if necessary, however, you nust

annotate the subject lines in this manner: "Message 1 of 3, 2 of 3, 3 of 3."

(2) 100 or 250 MEGABYTE ZIP*-DI SK, 3 |INCH DI SK, OR 650 MEGABYTE CD ROMvia U S. Mail or other carrier. The Contractor
shal | label and all submitted disks with the Contract nunber, the Contractor's nane, address and a contact's phone nunber.

NOTE: Pl ease select only one nedium by which to transmit each report. For instance, do not submit a report via e-nail and 100 negabyte
Zi p*-di sk.

* Regi stered Trademark

17. PRI CE GROUP: 18. ESTI MATED TOTAL PRI CE:
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1. DATAITEMNO .....: A004
2. TITLE OF DATA ITEM: Presentation Materials PAGE 7
3. SUBTITLE ......... :
4. AUTHORITY ........: D -ADWN 81373
5. CONTRACT REFERENCE: Section C. 3.4
6. REQU RING OFFICE...: AMSTA-TR-N 9. DI ST. STATEMENT REQUI RED. : 12. DATE OF FIRST SUB.: See Bl ock 16
7. DD250 REQ .........: 10. FREQUENCY................: See Block 16 13. DATE OF SUBS. SUB.: See Block 16
8. APP CODE...........: 11. AS OF DATE...............: See Block 16
14. DI STRI BUTI ON A. ADDRESSEES B. COPI ES: I NI TI AL FI NAL
Thomas B. Udvare, Contracting Officer's Representative (COR), E-mmil: wudvaret @acom arny. ml 1 1
U S. ARW TACOM
AVSBTA- TR- N, Ms: 289 15. TOTAL: 1 1

6501 E. Eleven MIle Road, Bldg 200A
Warren, M 48397-5000

16. REMARKS:
a. The Contractor shall deliver one (1) initial 3-panel display board, six-teen (16) nonths after contract award. The COR shall

review the 3-panel display board and conmmuni cate any comments to the Contractor within thirty (30) days of receipt 3-panel display
board. The Contractor shall incorporate the COR' s comments and deliver one (1) final 3-panel display board upon conpletion of contract.

b. The presentation material may be publicly displayed at governnment |ocations, or at professional or industry trade shows or
conf erences.
c. Conplete the presentation material |AWDI D Dl - ADW- 81373, "Presentation Material" and insert paragraph 10.3 bel ow.
10. 3 Requirenent: Contractor shall prepare portable 3-panel display board, approxi mately 72W30H in si ze.
10.3.1 Left panel to include: Purpose, Problem and Procedure.
10.3.2 Center panel to include: Title, Illustrations/Photos and/ or G aphics/Charts.
10. 3.3 Right panel to include: Results and Concl usions.

d. See the data itemdescription (Dl -ADM N-81373), at the Internet address below, for instructions on conpleting the required
presentation material .

http://131.82.253. 19/ doci mages/ 0001/ 58/ 88/ 81373. PD2

17. PRI CE GROUP: 18. ESTI MATED TOTAL PRI CE:
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1. DATAITEMNO .....: A005 ATT/EXH ID
2. TITLE OF DATA I TEM: Conputer Software Product End Itens
3. SUBTITLE ......... : PAGE 8
4, AUTHORITY ........: D -MXCR-80700
5. CONTRACT REFERENCE: Section C. 3.5
6. REQURING OFFICE...: AMSTA-TR-N 9. DI ST. STATEMENT REQUI RED.: 12. DATE OF FIRST SUB.: See Block 16
7. DD250 REQ .........: 10. FREQUENCY................: See Block 16 13. DATE OF SUBS. SUB.: See Bl ock 16
8. APP CODE...........: 11. AS OF DATE...............: See Block 16
14. DI STRI BUTI ON A. ADDRESSEES B. COPI ES: I NI TI AL FI NAL
Thomas B. Udvare, Contracting Officer's Representative (COR), E-mmil: wudvaret @acomarny.ml 1 1
Mai |'i ng Address: U. S. ARMWY TACOM

ATTN: M. Tom Udvare, AMSTA-TR-N, MS:289 15. TOTAL: 1 1

6501 E. Eleven MIle Road, Bldg 200A
Warren, M 48397-5000

16. REMARKS:

Content: The contractor shall supply the follow ng docunentation (as necessary to install and operate the Security Infrastructure
Tool kit System) with the followi ng software:
1. Attack Anal yses and Counter-Measures Docunentation
2. Designer Reference Guide
3. User's Manual
4. Security Adm nistrator's Mnual
The contractor shall supply the executable and source code of the software.

Format: The contractor shall format to a PC based Operating System This data/software shall be supplied with the draft final report,
the contractor shall supply in draft format one (1) of each of the follow ng docunentation with the software. The COR shall review the
draft docunentation with the software and return it to the Contractor within thirty (30) days of receipt with cooments. The Contractor

shall submit follow ng docunentation and software, with the COR changes, with the final "Scientific and Technical Report".

Medi a: The contractor shall supply the software on a CDROM

17. PRI CE GROUP: 18. ESTI MATED TOTAL PRI CE:
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